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Background of the report

Impacts and opportunities of 
IOT on : 

• the environment : direct and 
indirect ecological footprint 
and contribution to 
greenhouse gaz reduction 

• the daily life of French 
people and the societal 
issues they raise, 
particularly with regard to 
their desirability, adequacy 
and their consequences on 
personal data and privacy. 

Expected results 
• a state of the art of the applications and 

the main uses identified ; 
• an overview of 

• the opportunities, risks and 
potential impacts of these 
technologies 

• the different positions of the 
stakeholders and representatives 
of the civil society;

• action points for public decision-makers
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WHAT IS THE INTERNET OF OBJECTS : a new stage in the development of 
the Internet 

Années 1960 1989-2000 Début des années 2000 Aujourd’hui

Internet est né Une premiè re ré volution Internet devient universel
L’ Internet des objets : 

la nouvelle é tape

IoT 6A: 

Anything, Anyone, Anytime, Any place, Any service, Any network.



Source  : OCDE, 2018, CPEN

Uses and network technologies 

Source  : France Stratégie 

Networks used in the IoT



Source : AIE (2016), Energy Efficiency of the Internet of Things. Policy Options

Energy consumption 
of networks used in 
the IoT

https://www.iea-4e.org/publications/?_sf_s=energy%20efficiency%20of%20the%20internet%20of%20things%20policy%20options


Source BCG & EY-Parthenon - France Stratégie 

Environmental 
impact of IoT : 
difficulties to asset 
positive 
externalities



Projection of the 
IoT's carbon 
footprint 
worldwide and in 
France



Social and environmental issues of the Internet of Things

Claude Kirchner



To illustrate the challenges of IoT: 12 selected usecases

• A major impact on society, citizens and businesses

• An important component of the environmental

impact of digital technology

• Considerable increase in cyber vulnerability

• Strong geopolitical issues / sovereignty

• A regulatory framework that needs to evolve

5 findings and challenges 



Personal data and privacy: the example of connected toys and children designed devices



The challenges of IoT at work : the example of an end-to-end automated 
factory



The collective issues of IoT: example of traffic management in a city 



• Connected objects

• Mobile

• depend on reliable, secure and low latency 

networks

• On a complex infrastructure

• Ethical issues: see ccne-ethique.fr --------------> 

• Environmental issues

• Stakes in the relation to work

• Industry issues

Véhicule à conduite automatisée, véhicule ”intelligents”, véhicules connectés

LE  VÉHICULE AUTONOME   :
ENJEUX D’ÉTHIQUE

AVIS N°2



Chatbot

A machine that, through written or spoken exchanges, interacts with its user in 
natural language. 

Most often, a conversational agent is not an independent entity but is integrated 
into a system or a multitasking digital platform, such as a dedicated box, a 

smartphone or a robot. 



• Impressive deployments, for example:

• Alexa: 100 million units sold in 2018

• Alexa - skills: 100,000 in 2019

• Ethical issues: see ccne-ethique.fr ---------------------->

• Environmental issues

• Issues in the relationship at work

• Issues in the industry

• Deadbots

Chatbots: multiple issues



Beyond the carbon footprint: the other environmental issues of the IoT

Source : France Stratégie 



To go further: five directions for public action

• Provide the means to develop a strategic vision of the IoT: 
observe, measure, understand, protect.

• Develop research and intensify the French presence in Internet 
governance bodies.

• Enable the development of an ethical IoT that respects users.

• Support the development of a sober and responsible IoT.

• Design “IdO de confiance” - a trusted IoT- for companies, 
citizens and public actors.



Questions ?

Thank you for your feedback

Full report online (currently in French)

www.strategie.gouv.fr

anne.faure@strategie.gouv.fr
claude.kirchner@inria.fr
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